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Abstract— This project focuses on applying steganography methods across different media formats by utilizing the Least Significant
Bit (LSB) algorithm. The three main functions are video steganography, which hides text within video clips, audio steganography, which
embeds information within audio files, and image steganography, which conceals text within images. The procedure combines a
description method that uses a secure key with encryption for added security. The tkinter library was used in the development of the user
interface, which offers a simple graphical user interface for smooth steganography features. This extensive project combines
cutting-edge cryptography methods with intuitive design to disguise data effectively and securely across many media forms.

Index Terms— steganography, Least Significant Bit, encryption, tkinter library, interface, cutting-edge.

I. INTRODUCTION

In today’s landscape, the transfer of sensitive data over the
internet has become a precarious endeavor. With hackers
constantly monitoring networks and launching assaults to
pilfer valuable information, reliance on online data transfer
has been restricted. Despite securely storing data on local
systems, online transmission remains susceptible to breaches.
The proliferation of digital formats, propelled by rapid
advancements in information technology, has led to a
significant increase in knowledge distribution via the
interconnected network, or internet. However, ensuring
information security to safeguard private data from dishonest
individuals has emerged as a paramount concern in this
environment of heightened vulnerability. Steganography and
cryptography have emerged as crucial information security
techniques in response to the vulnerabilities associated with
data transfer. The program integrates both steganography and
encryption within multimedia files, such as digital audio and
video, to enhance the security of information exchange for
both senders and recipients. Given the persistent threat
landscape, communication processes must prioritize
information security to mitigate risks effectively. The
objective of this project is to create software allowing users to
conceal a previously encrypted text message within a
multimedia file. By leveraging a combination of Blowfish
and RSA Public Key encryption techniques, the text message
undergoes encryption to ensure confidentiality and facilitate
efficient communication between the sender and the
destination. This endeavor seeks to enhance

data security and privacy by embedding encrypted
messages within multimedia files, thereby enabling secure
transmission and storage. Additionally, the project
incorporates the DES encryption method to encrypt the RSA
Private Key File, requiring an eight-character password for

added security. Introducing steganography into the software
becomes imperative to further obscure the encrypted data.
The program is designed to execute both splitting and
decryption processes, enabling users to access and view the
encrypted data seamlessly. This comprehensive approach
enhances the security and concealment of sensitive
information within multimedia files. The article establishes
its focus on developing software aimed at concealing text
messages within multimedia files through the integration of
steganography and encryption techniques. It highlights the
utilization of several cryptography techniques, including the
Least Significant Bit (LSB) method for steganography, the
Blowfish Encryption-Decryption algorithm for text message
security, the RSA Public-Private Key algorithm for
encrypting and decrypting the Blowfish Secret Key, and the
DES algorithm for encrypting and decrypting the RSA
Private Key File. By combining these cryptographic methods
with injection steganography, the article aims to provide a
comprehensive solution for securing data within multimedia
files. Steganography is a technique that entails concealing
data within an ordinary and non-secret message or file,
rendering it undetectable until it reaches its intended recipient.
When combined with encryption, steganography enhances
data hiding and safeguarding. The English word”
steganography” originates from the Greek words” steganos,”
meaning” hidden or covered,” and” graph,” meaning” to
write.” This amalgamation of techniques and their underlying
principles underscores the importance of ensuring data
security and confidentiality in digital communication.
Steganography provides the capability to conceal nearly any
type of digital content, ranging from text and photos to
movies and audio files. Virtually all forms of digital content
can serve as carriers for hiding sensitive information. When
incorporating content into a seemingly innocuous cover text
file or data stream, steganography, also known as hidden text,
frequently encrypts the content to be concealed. In cases
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where the hidden text is not encrypted, alternative methods
are often employed to complicate the decoding process,
thereby enhancing the security of the secret information.
Various forms of steganography exist, each tailored to
specific types of digital media, including:

A. Image steganography: Image steganography involves
using an image as the cover object, with information hidden
based on pixel intensities. This method utilizes various terms,
such as stego-image (which refers to the combination of the
message and cover image), cover image (which serves as the
carrier for confidential information), and sensitive
information (which is the data to be concealed within the
graphics). [1].

B. Audio steganography Audio steganography employs
audio files as the cover object, utilizing digital audio formats
such as WAVE, MPEG, and others to conceal information.
This method provides a robust means of safeguarding privacy
and is considered one of the most effective ways to ensure
data confidentiality. [2]

C. Video steganography Video steganography utilizes a
video file as the cover object, which can be in formats such as
MP4, MPEG, or others. Information is concealed within the
video, leveraging the abundance of frames available. Due to
the numerous frames, it becomes straightforward to conceal
information within a movie. Compared to digital images,
videos offer a deeper embedding capability, making video
steganography a powerful method for hiding information
securely. [3]

D. Network steganography Network steganography
involves the utilization of network protocols like TCP, UDP,
IP, among others. This technique operates by implementing a
single network protocol change to conceal information. This
approach enables the covert transmission of data within
network communications, making it difficult for
unauthorized parties to detect the hidden information.

E. Text steganography Text steganography utilizes text as
the cover object, employing various techniques to conceal
information within textual data. It can be categorized into
three main approaches: 1. Format-based methods: These
methods involve altering the format or structure of the text to
embed hidden information. Examples include modifying
whitespace, punctuation, or formatting elements. 2. Random
and statistical generation: This approach involves generating
random or statistically manipulated text to embed hidden
information. Techniques may include altering word
frequencies, sentence lengths, or using pseudo-random
generators. 3.  Linguistic  approaches:  Linguistic
steganography techniques exploit linguistic properties of the
text, such as semantic meanings, syntactic structures, or
grammatical rules, to conceal information. This may include
using synonyms, homophones, or linguistic anomalies to
encode hidden messages. Each category offers distinct
methodologies for concealing information within textual data,
catering to different requirements and preferences in text
steganography. [4].

In an era marked by heightened concerns regarding
privacy and data security, the importance of information
concealment has surged. Steganography emerges as a pivotal
technique for secure communication, offering protection for
private information from unauthorized access. This paper
delves into the intricate domain of steganography, with a
specific focus on implementing the Least Significant Bit
(LSB) algorithm. The LSB technique presents an
imperceptible method for embedding data within digital
media, ensuring that the altered content closely resembles its
original form. To cater to diverse requirements and digital
formats, this research leverages the versatility of the LSB
methodology across three different media formats: photos,
audio, and video. Through this investigation, the aim is to
provide a robust and adaptable approach to text hiding,
bolstering data security in various digital contexts. This
project is built upon a systematic process of information
extraction and embedding, ensuring a structured approach to
data concealment. Encryption plays a crucial role in
enhancing the security of hidden data, requiring an
encryption key for both embedding and extraction procedures.
This security measure ensures that only authorized users have
access to the concealed data, thereby safeguarding its
confidentiality. Moreover, the project includes the
development of a graphical user interface (GUI) using the
tkinter library. This GUI provides an intuitive platform for
users to interact with steganography capabilities, making it
easy and accessible to conceal text across various digital
media formats. By integrating state-of-the-art cryptographic
techniques with a user-friendly interface, the project aims to
create a dependable and approachable platform for text
concealment, thereby enhancing data security in diverse
digital environments.

Il. LITERATURE SURVEY

In the process described in [5], data is concealed within
another image using steganography techniques. Initially, the
final bits of the original image are replaced with an encrypted
version of the data to be hidden. Subsequently, the bits in the
encrypted cover picture disperse in a zigzag pattern,
rendering it extremely challenging to recover the concealed
data, even in the event of an attack, owing to the encryption
and scattering techniques employed. The encrypted cover
photo, containing the concealed data, can be transmitted via
communication channels such as WhatsApp or email over the
internet. To ensure secure access to the hidden data, a stego
key is generated, allowing only the sender and recipient to
decrypt and access the secret information. This methodology
proves particularly beneficial in defensive contexts when
transmitting sensitive material and holds high statistical
requirements for ensuring data security.

In [6], the technique described for concealing data within
an image file is known as image steganography, employing
the Least Significant Bit (LSB) Algorithm. This method
involves substituting hidden data bits for the least significant
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color values in the image pixel values. By doing so, the
operation typically results in minimal changes to the pixel
values, which are often imperceptible to the human eye,
rendering the concealed data virtually invisible. The LSB
algorithm is acknowledged as the most straightforward and
commonly used method for image steganography. However,
due to its ease of data recovery, it is also considered one of
the least secure methods available. Despite its simplicity and
widespread usage, the vulnerability to data extraction makes
it necessary to consider more robust steganographic
techniques for applications requiring higher levels of
security.

In [7], the process of preprocessing images is highlighted
as a crucial step in making the image suitable for
steganography. Preprocessing plays a significant role in the
digital image processing phase, particularly when working
with high-resolution images. The post emphasizes the use of
high-resolution photos and the integration of grayscale image
conversion within the image coding network. To streamline
the algorithmic complexity, the technique involves
converting a 3-channel, high-resolution color image into a
1-channel grayscale image. This conversion simplifies the
image representation while retaining essential visual
information, making it suitable for  subsequent
steganographic embedding processes. By reducing the
complexity through grayscale conversion, the preprocessing
step enhances the efficiency and effectiveness of the
steganographic techniques applied to the image.

In [8], an understanding of cryptography is deemed
essential to comprehend the nuances of steganography. The
passage elucidates the fundamental differences between these
two theories of information concealment. While
steganography focuses on concealing the mere existence of a
message within a medium, cryptography is concerned with
obfuscating the meaning of the hidden message itself.
Additionally, cryptography relies on keys for both encryption
and  decryption  processes.  Unlike  cryptography,
steganography employs various types of mediums, each with
its distinct implementation techniques, as coverings to
conceal secret messages. This diversity allows steganography
to conceal information within a wide array of digital
mediums, enhancing its versatility and applicability across
different contexts.

In [9], the discussion revolves around the efficiency and
effectiveness of different LSB (Least Significant Bit)
techniques for embedding data into images. It is stated that
modifying the final two bits of each pixel in the cover image
allows for a significantly larger amount of data to be
embedded compared to the 1-bit LSB method, all while
maintaining the original image’s quality. The two-bit LSB
technique offers the advantage of storing four different
values using 2 bits (00, 01, 10, 11), thereby enabling the
storage of more information per unit of data. This approach
allows for greater text embedding capacity while minimizing
the impact on the perceived quality of the carrier medium.

Moreover, when compared to three- and four-bit LSB
approaches, changes made using the two-bit LSB method are
less visible to the human eye and have a lesser effect on the
overall quality of the image. Theoretically, the two-bit LSB
technique combines the benefits of increased data embedding
capacity with improved image quality preservation, making it
a favorable choice for steganographic applications.

In [10], visual cryptography is acknowledged for its
superior security and resilience due to its creation of shares
that can only be decoded when overlaid. However, a hybrid
model combining LSB steganography and AES cryptography
technology introduces an additional layer of security by
encrypting the data before embedding it into the image. This
hybrid approach ensures that even if the steganography is
detected, the encrypted data remains protected. While this
hybrid model may not match the reliability of visual
cryptography, it offers a trade-off between security and
robustness. The effectiveness of the chosen strategy depends
on the specific requirements and uses case. Therefore, the
ideal approach involves considering the balance between
security and robustness to meet the desired level of data
protection in practical applications.

In [11], the quality of the encoded image is influenced by
several factors, with the embedding position of the message
being a crucial determinant. Embedding a message into
complex texture sections of an image is essential to ensure a
higher level of consistency between the embedded message
and the image contour. To achieve this, the encoder must
possess the capability to accurately extract image features,
enabling reliable embedding while preserving the visual
integrity of the image. This emphasis on selecting appropriate
embedding positions within the image contributes
significantly to maintaining the overall quality and
effectiveness of the encoded message.

In [12], the stego-only attack is described as a type of
attack where the attacker possesses only the stego-image,
without access to the original cover image. To mitigate this
attack, it’s crucial to ensure that no blocking artifacts related
to message embedding are present in the stego-image, as
attackers could exploit these artifacts to uncover the hidden
message. The stego-image, modified using the CAS
(Complexity Adaptive Steganography) method, undergoes
subtle changes in pixel values to insert messages based on the
local characteristics of image blocks. Consequently, the
stego-image maintains excellent fidelity and closely
resembles the cover image, making it less suspicious to
casual attackers who are unaware of its concealed message.
Even in the event of unintentional attacks such as rotation or
scaling, the embedded message may become unretrievable
but remains intact within the stego-image. Ultimately, the
encoded message can still be extracted by synchronizing the
stego-image with the original cover image, thereby
preserving the security and integrity of the hidden message
despite potential attacks.
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In [13], audio steganography is highlighted as a method for
transmitting covert battlefield information using an
innocuous cover audio signal. The success of this technique
hinges on ensuring that the resulting stego signal, after
embedding the covert message, remains perceptually
indistinguishable from the original host audio signal. This
seamless integration is essential for effectively concealing
the covert message within the audio file. Moreover, beyond
concealing the message, it is imperative that the embedded
message can be accurately recovered by the intended
recipient. This ensures the reliability and effectiveness of the
communication process. Depending on the specific
application requirements, additional considerations may
include the ability to retrieve data without access to the
original cover signal and the need for robust embedding
techniques to withstand potential signal distortions or attacks.
These factors underscore the importance of designing audio
steganographic systems that meet the diverse needs of covert
communication  scenarios, especially in  sensitive
environments such as battlefield operations.

In [14], the extraction phase involves retrieving the
original message from the stego-image, which is the reverse
process of embedding. The suggested technique prioritizes
security by utilizing symmetric key sharing and dual-level
security measures, enhancing the overall safety of the system.
This approach ensures that only authorized parties with
access to the symmetric key can extract the hidden message,
bolstering the confidentiality of the communication process.
In the context of colored image steganography, the suggested
algorithm demonstrates superior performance compared to
existing methods, particularly in terms of invisibility. By
optimizing the embedding process, the suggested algorithm
achieves a higher level of stealthiness, making the embedded
message less perceptible to unintended viewers. This
improved invisibility enhances the covert nature of
communication, making it more effective for clandestine
purposes.

In [15], the least significant bits (LSB) method is
high-lighted for its high payload capacity and simplicity as a
steganography technigue. This method involves replacing the
final bits of the stego-image with secret data, effectively
concealing information within the image. By utilizing LSB, it
becomes challenging for humans to visually distinguish
between the original and stego-image through simple visual
inspection. Furthermore, hybrid edge detectors, which are
based on LSB, are mentioned as another steganography
technology aimed at increasing capacity and invisibility.
According to this approach, secret bits are predominantly
placed in edge pixels rather than smooth pixels. This strategy
is employed because edge pixels are less prone to
modifications after the hiding of secret data, thereby
enhancing the invisibility of the embedded information
within the image.

In [16], In this scenario, an MP3 file serves as the cover
object for steganography. The Advanced Encryption

Standard (AES) technique is employed to encrypt the secret
message, ensuring its confidentiality. To generate the
encryption key, the MD5 hash function is utilized. Within the
MP3 files, an integrated key code and the encrypted data are
embedded, facilitating the secure transmission and retrieval
of the hidden message.

In [17], The process of injecting information into carrier
files, it’s essential to note that each multimedia file can only
serve as a carrier for concealed information once. This
limitation arises from the fact that any data appended after the
multimedia portion within the file remains embedded in the
background after the initial injection operation. As a result,
attempting a second injection of concealed information
within the same Stegano File using the software would be
unsuccessful. Users would encounter an error message
prompting them to choose a different cover file to proceed
with the concealment process. This constraint underscores
the importance of careful selection and planning when
utilizing carrier files for steganographic purposes.

In [18], concerns regarding phishing attacks and
unauthorized access to multimedia data or content,
potentially by individuals such as service provider employees,
are highlighted. These risks underscore the importance of
safeguarding sensitive information stored within multimedia
files. Measures such as encryption, access controls, and
secure transmission protocols may be necessary to mitigate
the threat of unauthorized access and data breaches in
multimedia environments.

In [19], the process involves embedding hidden messages
into various types of cover media such as audio, video, and
images. Subsequently, thorough testing is conducted from
multiple perspectives to evaluate the efficacy of the
steganographic process. These evaluations encompass
several aspects:

1. Quality comparison of the cover media before and after
steganography to assess any perceptible changes or
degradation in quality.

2. Recovery test of the embedded secret message to ensure
successful extraction.

3. Assessment of the size of the secret message both
before and after steganography to determine any
changes in data size. 4. Evaluation of the size of the
cover media before and after steganography to ascertain
any alterations in file size.

4. Human perception tests to gauge the visibility or
detectability of the embedded message by human
observers. These comprehensive evaluations help
assess the effectiveness and reliability of the
steganographic techniques employed, ensuring that
hidden messages can be securely embedded and
extracted without compromising the integrity or quality
of the cover media.

In [20], the safest method for transmitting confidential data
over the internet via steganography involves utilizing digital
images. These images are captured using a camera, which
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detects the subject and displays it on the camera’s screen.
Digital images consist of pixels, with each pixel determining
the resolution of the picture. Pixels, the smallest units of light
on a display screen, are imperceptible to the human eye. A
pixel comprises three components: Red, Green, and Blue (R,
G, and B), each represented by a single byte, totaling 24 bits
or 3 bytes per pixel. The combination of these components
produces various colors, with each component’s byte value
ranging from 0 to 255. The color displayed depends on the bit
values, where 0 signifies the darkest shade and 255 indicates
the brightest.

Il. SYSTEM ARCHITECTURE
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Figure 1. Steganography system Architecture
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Figure 2. Steganography entity relationship model
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Figure 3. Steganography framework

VI. METHODOLOGY

The methodological framework outlines a systematic
approach and sequential process to effectively execute the
steganography project. It includes several phases: 1.
Requirement Analysis and Specification: This initial phase
involves a comprehensive examination of requirements, user
expectations, and intended outcomes. Stakeholders are
interviewed, and user needs are compiled to define specific
features such as LSB-based image, audio, and video
steganography, encryption integration, and GUI development
using tkinter.  Requirements document  detailing
functionalities and specifications is created. 2.Research and
Literature Review: In this stage, an extensive analysis of
existing knowledge, scholarly works, and relevant materials
related to steganography, the LSB algorithm, encryption
methods, and tkinter GUI development is conducted.
Informed decisions regarding design and implementation are
based on this research, including reviewing scholarly
literature on steganography techniques and examining
cryptographic algorithms and their integration with
steganography. 3.Algorithm Design and Implementation:
The selected steganography algorithms, particularly the Least
Significant Bit (LSB) algorithm, are implemented in this
phase. Distinct modules for image, audio, and video
steganography are developed to ensure precise data
embedding and extraction procedures. The LSB algorithm is
applied to steganography of images, audio steganography
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module is created using LSB, and a video steganography
module integrated with LSB is built. 4.Encryption Integration:
This phase focuses on enhancing data security by
incorporating encryption techniques. Steganography is
combined with symmetric key encryption, such as AES,
which requires a secure key for data extraction. The objective
is to implement AES encryption for secure data hiding and
create encryption and decryption key management systems.
5.Graphical User Interface (GUI) Development: Using the
tkinter library, the GUI development phase aims to create an
intuitive and user-friendly interface. Features for user
interaction, including file selection, input of encryption keys,
and output display, are implemented to facilitate easy
engagement with the steganography toolbox. This
methodological framework ensures a thorough and
dependable execution of the steganography project,
encompassing requirement analysis, research, algorithm
design, encryption integration, and GUI development.

VII. CONCLUSION

Steganography, a captivating data hiding technique with a
rich historical background, has found its place in modern data
protection strategies. It offers a means to safeguard critical
information like passwords and defence-related data transfers,
complementing other storage methods such as watermarking.
As our understanding of its features and functionalities grows,
steganography becomes increasingly accessible for various
applications. This paper delves into the utilization of wavelet
transformation within the Least Significant Bit (LSB)
approach to embed one image into another. The focus lies on
steganalysis of the LSB approach, particularly concerning
security applications in the defence industry. The study
assesses the effectiveness of steganography in scenarios with
and without noise, noting that in noisy images, Peak
Signal-to-Noise Ratio (PSNR) values typically fall between
30 dB to 50 dB. The method discussed in this paper achieves
a PSNR of 37 dB for noisy images and infinity for noise-free
ones. However, a limitation of this technique is identified: it
struggles to handle decryption of fuzzy images accurately
during encryption, resulting in some data loss when
encrypting hazy photos. Nonetheless, there is potential for
further development. Future research could explore ways to
enhance the image-to-text compression ratio and devise
advanced algorithms capable of transmitting multiple hidden
audio, video, and image files over a single carrier, expanding
the scope and efficacy of steganographic methods.
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